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INTRODUCTION 

NMEA networks are great. They are robust and provide all the information you need on your boat ͙�
unless you want radar or modern forward-looking sonar, or video feeds from the mast for docking or 
to connect modern collision avoidance, AI systems, or to connect night vision cameras through the 
network, Žƌ�ǇŽƵ�ǁĂŶƚ�ƚŽ�ŚĂǀĞ�ĂĐĐĞƐƐ�ƚŽ�ƚĂďůĞƚ�ŶĂǀŝŐĂƚŝŽŶ�ƐǇƐƚĞŵƐ�Žƌ�͙�ǁĞůů�ǇŽƵ�ŐĞƚ�ƚŚĞ�ŝĚĞĂ. 

A full speed TCP/IP network on your boat is becoming a necessity and more importantly opens a lot 
of new opportunities for boaties.  It can allow use of low-cost high value tablet and PC based NMEA 
software such as: 

x iSailor 
x iNav 
x Navionics 
x NMEA Remote 
x qtVLM 
x OpenCPN  
x Etc.etc.etc. 

A Wi-Fi network connected to this network opens even more opportunities and breaks down so many 
barriers that are inherently part of proprietary marine systems.  Although the purpose of NMEA was 
to create interoperability, it falls short of this target quite badly.   



4 

The factor is timing.  In the IT world, standards took time and slowly were demanded by consumers 
and for a while there were pseudo standards. Eventually rigid coherent standards were adopted and 
if you wanted to play in the park you needed to make sure you played within the rules. 

The problem with NMEA, is that by the time it reaches this level of standardisation, faster networks 
based on existing technology will have taken over. TCP/IP is coming to your boat sooner or later. 

But how hard is it to get a boat network setup?  How do you get NMEA onto that network and connect 
a cheaper, built more easily, maintained chart plotter, or connect tablet plotters etc? 

The purpose of this White PĂƉĞƌ�ŝƐ�ƚŽ�ĚĞŵŽŶƐƚƌĂƚĞ�ƚŚĂƚ�ƚŚŝƐ�ŝƐŶ͛ƚ�ŚĂƌĚ�ƚŽ�ĚŽ͕�ĂŶĚ�ŝƚ�is something you 
should consider investing in.   

Here are a few reasons to consider why you need a TCP/IP based network on your boat. 

x To add a separate chart plotter to your boat so you have redundancy in navigation will cost 
you upwards of £4000, or you could build your own for a less than £400 if you have a network 
to hook into.  You can also subscribe to an android or iPhone app such as iSailor, iNavX, or 
even Navionics for a fraction of the cost and get cheaper faster updating maps to boot. 

x You can add more flexibility in your boat electronics suppliers  
x Access to open-source software 
x Access to 4G and mobile networks 
x The ability to keep watch from your bunk 
x More standardisation at lower costs  
x To some degree future proof against changing standards that are mostly software based. 
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THE THINGS YOU NEED 

To build a boat network (TCP/IP) you need: 

x A server or device that will provide DHCP and DNS services (more about these later) 
x At least one wired router so you can attach more than a single device 
x Some cabling (CAT 6 ethernet cabling) 
x Optionally a Wi-Fi router (this can be the same as the wired router) 
x Optionally a NMEA to ethernet gateway (bridge) so that you can receive and transmit NMEA 

data onto your TCP/IP network. 
x Optionally a 4G router so you can connect it all to a mobile network 

All these components are just purchase items i.e., ǇŽƵ�ĚŽŶ͛ƚ�ŶĞĞĚ� ƚŽ�ďƵŝůĚ� ƚŚĞŵ because you can 
simply walk into a store or alternatively order them online 

We are also NOT talking about a lot of money.  Unlike proprietary NMEA networks where a single 
cable can cost you $100 or more, CAT 6 will be a fraction of the cost and even the server component 
of this equation can be purchased new for less than $100. 

/͛ůů�ŽƵƚůŝŶĞ�ŵǇ�ĐŚŽŝĐĞƐ�ĨŽƌ�ƚŚŝƐ�ďƵŝůĚ�ŐƵŝĚĞ�ďƵƚ�ƚŚĞƌĞ�ĂƌĞ�ŽƚŚĞƌ�ŽƉƚŝŽŶƐ͕�ƐŽŵĞ�ŽĨ�ǁŚŝĐŚ�/͛ůů�ĐŽǀĞƌ�ĂƐ�/�ŚĂǀĞ�
also road tested that as well, before settling on the design I chose. 

Network DHCP server 
This is just a simple computer that can allocate addresses for your network.  You can build a network 
without one, but it will mean you have to manually enter the network configuration into every device, 
including your iPhone et al.  Therefore, a DHCP server is a good idea. 

This can be a simple device, something you already have or even a plug and play DHCP server device.  
The cost is usually less than $100.  Most WAN routers have a DHCP built in, as do most 4G routers.   
You may well find you already have one, even your MFD probably has one already built in. 

Routers 
Standard routers connect devices on your network.  A completely simple network would just connect 
ƚǁŽ� ĐŽŵƉƵƚĞƌƐ� ƵƐŝŶŐ� Ă� ��d� ϲ� ĐĂďůĞ� ĂŶĚ�ŵĂŶƵĂů� ĐŽŶĨŝŐƵƌĂƚŝŽŶ� ŽŶ� ĞĂĐŚ͙�ďƵƚ� ǇŽƵ� ĐŽƵůĚŶ͛ƚ� ƉůƵŐ� ŝŶ�
anything else.  Routers solve this problem and are quite cheap and reliable.  See: The Role of a DNS 
server 

DNS stands for Domain Name Server and it is effectively a computer, or more accurately a network of 
computers that hold a phone book of data that maps a Domain Name, what is known as a Fully 
Qualified Domain Name (FQDN) and is human readable, like www.SailingWaiata.com into a network 
IP address that computers use to talk to each other and TCP/IP knows how to route. 

So a query to a DNS for www.SailingWaiata.com would return the IP address of 139.59.161.151 (The 
IP address of our website).   

�E^�ƐĞƌǀĞƌƐ�ĂƌĞ�ŝŶ�Ă�ŶĞƚǁŽƌŬ�ƐŽ�ŝĨ�ŽŶĞ�ĚŽĞƐŶ͛ƚ�ŬŶŽǁ�ƚŚĞ�ĂŶƐǁĞƌ�ŝƚ�ǁŝůů�ĨŽƌǁĂƌĚ�ƚŚĞ�ƌĞƋƵĞƐƚ�ƚŽ�ĂŶŽƚŚĞƌ�
ŽŶĞ�ƵŶƚŝů�ŝƚ�ĞŝƚŚĞƌ�ŐĞƚƐ�ƚŚĞ�ĂŶƐǁĞƌ�Žƌ�ĨĂŝůƐ͘��/Ĩ�ŝƚ�ĨĂŝůƐ�ǇŽƵ�ĐĂŶ͛ƚ�ĐŽŶƚĂĐƚ�ƚŚĂƚ�ƐĞƌǀŝĐĞ͘ 

So to be clear, when we setup www.SailingWaiata.com we had to go to the DNS authority for our 
�ŽŵĂŝŶ�EĂŵĞ�ƐƵƉƉůĞƌ�ĂŶĚ�ƵƉĚĂƚĞ�ƚŚĞ�͞WŚŽŶĞ ďŽŽŬ͟�ůŝƐƚŝŶŐ�;�ĂůůĞĚ�ĂŶ���ƌĞĐŽƌĚͿ�ĨŽƌ�ƚŚĞ�/W�ĂĚĚƌĞƐƐ�ĨŽƌ�
this domain and this address would then be sent out over the DNS network so it would be fast to find. 
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About routers 

CAT 6 drop cables 
These are just the cables that connect things together.  You have probably seen these on your home 
network or at work.  They are cheap, compared to proprietary marine cables and available 
everywhere.  You can use a CAT 6 cable up to 100m without any form of signal booster etc.  So mostly 
ŽŶ�Ă�ďŽĂƚ�ǇŽƵ͛ůů�ũƵƐƚ�ŶĞĞĚ�ĐĂďůĞƐ�ĂŶĚ�ƌŽƵƚĞƌs. 

BTW, we call them ͚drop͛ cables because they are often coming from the router to your computer on 
ǇŽƵƌ�ĚĞƐŬ�ĂƐ�Ă�ĚƌŽƉ͕�ƚŚĞǇ�ĚŽŶ͛ƚ�ŶĞĞĚ�ƚŽ�ďĞ�ĐŽŶŶĞĐƚĞĚ͕�ŝƚ�ǁŽŶ͛ƚ�ƐƚŽƉ�ƚŚĞ�ŶĞƚǁŽƌŬ�ǁŽƌŬŝŶŐ͕� ũƵƐƚ�ƚŚĞ�
device it was supposed to be connected to. 

 

THE MOST IMPORTANT THING YOU NEED IS A HOLISTIC VIEW OF WHAT YOU 
ARE BUILDING 
 

The networks on your boat are not complex.  When you draw your NMEA network out, it is quite 
simple and so will be the case with an Ethernet network.  If ǇŽƵ�ĚŽŶ͛ƚ�ŐĞƚ�Ă�ǀŝĞǁ�ŽĨ�ŚŽǁ�ǇŽƵ�ĂƌĞ�going 
to put it all together it can be confused and messy, which results in complications. 

It is best draw out your plan and know where you are going to put the different components and how 
you might join the networks together. 

The diagram below outlines my NMEA network design that came with my boat.  /ƚ͛Ɛ almost exclusively 
ED��ϮϬϬϬ�ĂŶĚ�ŝŶĐůƵĚĞƐ�Ă��ĞƵƐ�ϯ�ϭϲ͟�ƚŽƵĐŚ�ƐĐƌĞĞŶ�D&��Ăƚ�ƚŚĞ�ŚĞůŵ͘� It did not include a navigation 
station inside the saloon. 

To this I added a B&G 4G radar and forward-looking sonar which both had ethernet cables connecting 
directly into the Zeus MFD at the helm so were separate from the NMEA network. 
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/�ĚŝĚŶ͛ƚ�ŶĞĞĚ�ƚŽ�ƌĞƉůĂĐĞ�ĂŶǇ�ŽĨ�ƚŚŝƐ�Žƌ�ƐƚƌƵĐƚƵƌĂůůǇ�ĐŚĂŶŐĞ�ŝƚ͘��/ƚ�ǁĂƐ�Ĩŝƚ�ĨŽƌ�purpose, but I wanted to 
extend that purpose and the associated benefits.  

I had some goals: 

x Get all the available NMEA data that was travelling around this network onto a shared 
ethernet network (TCP/IP like your home computer uses) and through a WI-FI network (which 
is simply TCP/IP over Wi-Fi). 

x Add an MFD into the saloon that would have all the NMEA data available, as well as radar and 
sonar data so that I could navigate from inside when weather was inclement,  as well as when 
I was on passage. 

x Be able to add devices as I saw fit from practically any manufacturer, rather than being locked 
into a single proprietary environment or supplier. 

x Be able to leverage mobile navigation software on my iPhone and iPad tablets as well as on 
my laptop. 

^Ž�ĞǀĞŶ�ŝĨ�/�ǁĂƐŶ͛ƚ�ŐŽŝŶŐ�ƚŽ�ĂĚĚ�ƚŚĞƐĞ�immediately, I should include them on the planning design stage 
so that I can understand how I am adding them, where and what I need to provide now and then. 

This is what the final TCP/IP network looked like. 
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To achieve my goals this network would also have a Wi-Fi router attached so I could connect wireless 
devices to the network as well as a 4G router and a NMEA Gateway all added to the basic network 
design. 

I wanted it not only to be cost effective but also more robust than a household setup, and all run on 
12v if possible. 

The last part of the equation is a 4G router that would allow me to connect this network to the outside 
world via a mobile SIM.   

This was wanted for various reasons, including remote monitoring, anchor alarm, remote switching 
etc, whilst also ĞŶĂďůŝŶŐ�Ă�͚ŶŽƌŵĂů͛�ůŝĨĞ�ƵƐŝŶŐ�EĞƚĨůŝǆ�ĂŶĚ�ĞŵĂŝů�ƐĞĂŵůĞƐƐůǇ�ǁŚŝůƐƚ�ĂůƐŽ�ďĞŝŶŐ�ĐŽŶŶĞĐƚĞĚ�
to the boat NMEA data. 

 



9 

FIRST BUILD A WIRED NETWORK (ETHERNET) 

The Core Network Cabling 
Wi-Fi is great, but it can be unreliable if there are other things interfering with it. Speeds, although 
ϭϬϬϬ͛Ɛ�ƚŝŵĞƐ�ĨĂƐƚĞƌ�ƚŚĂŶ�ED��ϮϬϬϬ�;EϮ<Ϳ�ĐĂŶ�Ɛƚŝůů�ďĞ�ƐůŽǁĞƌ�ƚŚĂŶ�ǇŽƵ�ǁĂŶƚ͘ 

For a wired network you need a few services and some cables and routers. 

I put two routers (industrial 12V but not marine) into the boat, one into the navigational table and 
another under the helm section. 

 
I could have chosen a router that also had WI-FI on it, but I deliberately did not because I wanted to 
have more control and redundant support for core services, i.e., if I lost the Wi-Fi, I would still have a 
solid wired network.  It also meant that these were simple and highly reliable 12V routers.   

dŚĞ�ŽŶĞ͛Ɛ�/�ĐŚŽƐĞ�ǁĞƌĞ�supplied with 240V plugs that stepped down to 12V for the router, so it was 
very easy to wire them into the boat 12v system by just cutting off the plugs. 

 
 

We probably need to talk about Routers so please have a quick look at the The Role of a DNS server 

DNS stands for Domain Name Server and it is effectively a computer, or more accurately a network of 
computers that hold a phone book of data that maps a Domain Name, what is known as a Fully 
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Qualified Domain Name (FQDN) and is human readable, like www.SailingWaiata.com into a network 
IP address that computers use to talk to each other and TCP/IP knows how to route. 

So a query to a DNS for www.SailingWaiata.com would return the IP address of 139.59.161.151 (The 
IP address of our website).   

�E^�ƐĞƌǀĞƌƐ�ĂƌĞ�ŝŶ�Ă�ŶĞƚǁŽƌŬ�ƐŽ�ŝĨ�ŽŶĞ�ĚŽĞƐŶ͛ƚ�ŬŶŽǁ�ƚŚĞ�ĂŶƐǁĞƌ�ŝƚ�ǁŝůů�ĨŽƌǁĂƌĚ�ƚŚĞ�ƌĞƋƵĞƐƚ�ƚŽ�ĂŶŽƚŚĞƌ�
ŽŶĞ�ƵŶƚŝů�ŝƚ�ĞŝƚŚĞƌ�ŐĞƚƐ�ƚŚĞ�ĂŶƐǁĞƌ�Žƌ�ĨĂŝůƐ͘��/Ĩ�ŝƚ�ĨĂŝůƐ�ǇŽƵ�ĐĂŶ͛ƚ�ĐŽŶƚĂĐƚ�ƚŚĂƚ�ƐĞƌǀŝĐĞ͘ 

So to be clear, when we setup www.SailingWaiata.com we had to go to the DNS authority for our 
�ŽŵĂŝŶ�EĂŵĞ�ƐƵƉƉůĞƌ�ĂŶĚ�ƵƉĚĂƚĞ�ƚŚĞ�͞WŚŽŶĞ ďŽŽŬ͟�ůŝƐƚŝŶŐ�;�ĂůůĞĚ�ĂŶ���ƌĞĐŽƌĚͿ�ĨŽƌ�ƚŚĞ�/W�ĂĚĚƌĞƐƐ�ĨŽƌ�
this domain and this address would then be sent out over the DNS network so it would be fast to find. 

About routers below. 

I joined these with some CAT6 cable and then routed everything else off these two routers: one in the 
nav station and one behind the helm.  The picture above without the modem represents what I had, 
with the Cat6 cable (yellow in this picture) being run through the boat between the two routers.  

 

Providing DHCP for the new network 
I then plugged a Mac Mini into this network (I did also try this with other devices, like the Raspberry 
Pi which I had for the Chart Plotter and a NUC) which was going to form the DHCP and DNS services 
on the network. 

NOTE: I used the Mac Mini for the DHCP, but on my little network I have a Rpi 4, 4G Router, B&G MFD, 
NAS and even my Fusion Radio that all have built in DHCP if I wanted to use one of them.  I already 
owned the Mac Mini and wanted it on the network for other services so it was a good place to stand 
up DHCP. 

If you wanted to use a Linux NUC:  
This guide shows you how to do it on an hďƵŶƚƵ�ƐĞƌǀĞƌ͘�/ƚ͛Ɛ�ǀĞƌǇ�ƐŝŵŝůĂƌ�ŽŶ�Ăůů�>ŝŶƵǆ�ǀĂƌŝĂŶƚƐ͘ This is 
probably the easiest and cheapest (other than an RPi) option. 

If you wanted to use a Windows NUC or PC: 
You would first need the Server version of Windows, and this might get a little expensive.  But this 
guide will show you how to do this on 2016 server 

If you want to use a raspberry Pi: 
This is a good guide to how to do that  The software you install is called DNSMasq and can also allow 
you to setup a DNS server on the RPi so killing two birds with one stone.  

If, like me, you wanted to use MacOS: 
This guide shows you how to setup a DHCP server on MacOS Server or even client. 

Use your Router for DHCP 
Many home routers come with their own DHCP server built in and you can use this if you use a Router 
that has a built in DHCP server.  Your WAN router that comes with your internet connection will have 
a DHCP server built in and by default turned ŽŶ�ĂƐ�ŝƚ�ĞǆƉĞĐƚƐ�ƚŽ�͞ŽǁŶ͟�ƚŚĞ�ŶĞƚǁŽƌŬ�ŝŶ�ǇŽƵƌ�ŚŽŵĞ͘ 

https://en.wikipedia.org/wiki/Category_6_cable
https://www.linuxfordevices.com/tutorials/ubuntu/dhcp-server-on-ubuntu
https://www.faqforge.com/windows-server-2016/configure-dhcp-windows-server-2016/
https://raspberrytips.com/dhcp-server-on-raspberry-pi/
https://pimylifeup.com/raspberry-pi-dns-server/
https://stevendiver.com/2020/02/19/install-isc-dhcp-on-macos-catalina/
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Setting up a DNS server 
zŽƵ�ĚŽŶ͛ƚ�ŶĞĐĞƐƐĂƌŝůǇ�ŚĂǀĞ�ƚŽ�ƐĞƚƵƉ�Ă��E^�ƐĞƌǀĞƌ͕�ďƵƚ�ǇŽƵ�ĚŽ�ŚĂǀĞ�ƚŽ�ƐĞƚƵƉ�ǁŚĂƚ��E^�ƐĞƌǀĞƌ�ǇŽƵƌ�
computers should use. 

This might sound confusing but remember that DNS is just ĂďŽƵƚ�ƚƵƌŶŝŶŐ�ŚƵŵĂŶ�ƌĞĂĚĂďůĞ�&Y�E͛Ɛ�
;&ƵůůǇ�YƵĂůŝĨŝĞĚ��ŽŵĂŝŶ�EĂŵĞƐͿ�ŝŶƚŽ�/W�ĂĚĚƌĞƐƐĞƐ�ĂŶĚ�ĂƐ�ǇŽƵƌ�ďŽĂƚ�ǁŝůů�ƉƌŽďĂďůǇ�ŶŽƚ�ďĞ�ƵƐŝŶŐ�&Y�E͛Ɛ�
ƚŚĞ�ŽŶůǇ�ƚŝŵĞ�ǇŽƵ͛ůů�ŶĞĞĚ�ƚŽ�ƵƐĞ�Ă��E^�ŝƐ�ƚŽ�ŐĞƚ�Ă�ƉƵďůŝĐ��E^�ƌĞĐŽƌĚ͘��^Ž�ǇŽƵ�ĐĂŶ�ĂĐƚƵĂůůǇ�ũƵƐƚ�ƵƐĞ�Ă�
public DNS like GoŽŐůĞ͛Ɛ��E^�ƐĞƌǀĞƌƐ�ǁŚŝĐŚ�ĐĂŶ�ďĞ�ĨŽƵŶĚ�ŽŶ� 8.8. 8.8 or 8.8. 4.4 or you can use 
your public gateway IP as it will have a DNS set for it by the public connection (mobile network if you 
are using 4G). 

For my network on the boat, I have just setup the DHCP to allocate the IP address of the network 
ŐĂƚĞǁĂǇ�ĂƐ�ƚŚĞ��E^�ƐĞƌǀĞƌ͘���ŶǇƚŚŝŶŐ�ŝƚ�ĐĂŶ͛ƚ�ĂŶƐǁĞƌ͕�ǁŚŝĐŚ�ǁŝůů�ďĞ�ŵŽƐƚ�ƚŚŝŶŐƐ͕�ǁŝůů�ďĞ�ĨŽƌǁĂƌĚĞĚ�ƚŽ�
its DNS server on the 4G network for an answer. 

So, ƚŚŝƐ�ǁĂƐ�ƚŚĞ�ĐŽŵƉůĞƚĞĚ�͞,�Z�t�Z�͟�ĨŽƌ�ƚŚĞ�d�Wͬ/W�ŶĞƚǁŽƌŬ͕�ŵŝŶƵƐ�the 4G and Wi-Fi and NMEA 
gateway which would come later and practically, just plug in to the router. 

ADDING A WI-FI NETWORK 

Once you have a wired network with routers with free ports, to add Wi-Fi is simply a matter of getting 
a Wi-Fi access point and plugging it in.  There will be some configuration but that will be minor. 

I used a home Mesh Wi-Fi network that used a 240V plug adaptor for 12v, so again I could just cut off 
the plug and wire them into our boat͛s 12V system.   

Because it was a MESH network, I could put one near the Nav station and plug it into the TCP/IP router 
there. The others would just network off this one, as MESH does.  This meant that I could have three 
access points around the boat (one in each hull and one in the saloon).  This might be complete overkill 
for your boat, but we use Wi-Fi ĞǆƚĞŶƐŝǀĞůǇ�ĂŶĚ�ŚĂǀĞ�Ă�ϰϱ͛�ĐĂƚĂŵĂƌĂŶ�ƐŽ�ƚŚŝƐ�ǁŽƌŬĞĚ�ŽƵƚ�ƉĞƌĨĞĐƚůǇ�ĨŽƌ�
our needs. 

The MESH setup was done via Bluetooth using their app and I could setup a separate Wi-Fi network 
ƚŚĂƚ�ǁŽƵůĚ�͞bƌŝĚŐĞ͟�ƚŽ�ƚŚĞ�ǁŝƌĞĚ�ŽŶĞ͕�Žƌ�ũƵƐƚ�ŚĂǀĞ�ŝƚ�ĞǆƚĞŶĚ�ƚŚĞ�ǁŝƌĞĚ�ŽŶĞ�ĂƐ�ĂŶ��ĐĐĞƐƐ�WŽŝŶƚ�;�WͿ.  
This would mean that the DHCP on the network would provide IP addresses for all devices including 
Wi-Fi and it would work just like being attached physically.  This is what I did. 

NOTE: the Wi-Fi network was created as a separate access into the wired network so that it would 
share all the services I added to the wired network and was a separate component.  Beware of devices, 
like bridges (gateways) that provide their own Wi-Fi.  You will end up with multiple Wi-Fi͛Ɛ�ƚŚĂƚ�ĂƌĞ�
connected.  Hence, I wanted my Wi-Fi ŶĞƚǁŽƌŬ�ƚŽ�ďĞ�͞ũƵƐƚ�ĂŶ�ĞǆƚĞŶƐŝŽŶ�ŽĨ�ŵǇ�ǁŝƌĞĚ�ŶĞƚǁŽƌŬ͟�ŶŽƚ�
something extra special. 

NOTE: I also provide a Guest Wi-Fi that is separate but that will be the subject of another White Paper.  
It means guests get 4G data but no access to NMEA and other private network services keeping my 
stuff on the boat secure to me.  The guest Wi-Fi was simply an option to turn ͚on͛ in the MESH setup. 

Now I could use iPad applications and iPhone applications over Wi-F ito access the NMEA data such 
as iSailor or NMEARemote.   
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I could setup alarms for wind, depth, course etc. and sleep well at night knowing my phone was on 
watch, along with the NMEA network, all connected via Wi-Fi. 

ADDING AN NMEA GATEWAY DEVICE 

The NMEA gateway connected to a NMEA backbone behind the Nav station and then plugged into the 
TCP/IP router behind the nav station.  The gateway was a purchased item and something that needed 
setting up.  Iƚ͛Ɛ�Ă�ůŝƚƚůĞ�ĐŽŵƉƵƚĞƌ�ǁŝƚŚ�Ă�ǁĞď�ŝŶƚĞƌĨĂĐĞ�ƚŚĂƚ�ǇŽƵ�ĐĂŶ�ĂĐĐĞƐƐ�ǀŝĂ�ǇŽƵƌ�d�Wͬ/W�ŶĞƚǁŽƌŬ͕�
once its plugged in.  See: Error! Reference source not found.. 

 
Shown here is the NMEA backbone with the YachtDevices NMEA gateway plugged in. The cables from the back runs off to the router and 
connects with a simple RJ45 plug. 
 

The new Chart Plotter would also plug into this as would a network NAS, DNS, DCHP and 4G router.  
DŽƌĞ�ŽŶ�Ăůů�ƚŚĞƐĞ�ůĂƚĞƌ͕�ĚŽŶ͛ƚ�ďĞ�ŽǀĞƌƉŽǁĞƌĞĚ�ďǇ�ĂĐƌŽŶǇŵƐ͕�ƚŚĞƐĞ�ĂƌĞ�ƐŝŵƉůĞ�ƚŚŝŶŐƐ͘ 

At this point I had a wired network for TCP/IP that had all my NMEA data on it (via the NMEA Gateway, 
after it was configured).  

If I plugged my laptop into this network I could use programs, like qtVLM or OpenCPN that would use 
this NMEA data, but I could also do everything else I could on a normal network, other than connect 
to the internet because I had not yet setup a 4G router on the network. 

 

ADDING A 4G ROUTER TO THE BOAT 

To enable devices on the network, wired or otherwise, to see the internet as well as the NMEA data 
and other services like NAS etc. on the boat, I needed to add a 4G Router to the network. 

A 4G router is just like a ŵŽďŝůĞ�ƉŚŽŶĞ͛Ɛ�ƉĞƌƐŽŶĂů�ŚŽƚƐƉŽƚ�ďƵƚ�ŽŶ�Ăůů�ƚŚĞ�ƚŝŵĞ�ĂŶĚ�ŝŶƐƚĞĂĚ�ŽĨ�ƐŚĂƌŝŶŐ�
the data via Wi-Fi (which some can) it shares it over the TCP/IP wired network. 

I chose an industrial 4G router that was designed to operate on 12v, came with DHCP, Wi-Fi and a host 
of other ƐƚƵĨĨ�ƚŚĂƚ�/�ĚŝĚŶ͛ƚ�ŶĞĞĚ�ĂŶĚ�ƚƵƌŶĞĚ�ŽĨĨ͕�ďƵƚ�ŝƚ�ǁŽƵůĚ�ƉƌŽǀŝĚĞ�ƌĞĚƵŶĚĂŶĐǇ�ŝĨ͕�for example, my 
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Mac Mini failed for some reason I could simply turn on DHCP on the device and the network would 
continue to operate. 

/͛ŵ�ďŝŐ�ŽŶ�ƌĞĚƵŶĚĂŶĐǇ͘ 

The 4G router, although designed to be the primary server on the network, providing DHCP et al, 
would be happy working as a simple 4G router and provided 4 physical network ports as well as 
redundant Wi-Fi.  As you might understand having enough network ports can be a problem by the 
time you have everything plugged in, so four additional ones are a bonus. 

I setup the 4G router, which came with a web interface to configure, with a static IP address and made 
that IP address the gateway address for my network. 

All traffic through the network would go to all machines, because I was just using standard routers 
(see:The Role of a DNS server 

DNS stands for Domain Name Server and it is effectively a computer, or more accurately a network of 
computers that hold a phone book of data that maps a Domain Name, what is known as a Fully 
Qualified Domain Name (FQDN) and is human readable, like www.SailingWaiata.com into a network 
IP address that computers use to talk to each other and TCP/IP knows how to route. 

So a query to a DNS for www.SailingWaiata.com would return the IP address of 139.59.161.151 (The 
IP address of our website).   

�E^�ƐĞƌǀĞƌƐ�ĂƌĞ�ŝŶ�Ă�ŶĞƚǁŽƌŬ�ƐŽ�ŝĨ�ŽŶĞ�ĚŽĞƐŶ͛ƚ�ŬŶŽǁ�ƚŚĞ�ĂŶƐǁĞƌ�ŝƚ�ǁŝůů�ĨŽƌǁĂƌĚ�ƚŚĞ�ƌĞƋƵĞƐƚ�ƚŽ�ĂŶŽƚŚĞƌ�
ŽŶĞ�ƵŶƚŝů�ŝƚ�ĞŝƚŚĞƌ�ŐĞƚƐ�ƚŚĞ�ĂŶƐǁĞƌ�Žƌ�ĨĂŝůƐ͘��/Ĩ�ŝƚ�ĨĂŝůƐ�ǇŽƵ�ĐĂŶ͛ƚ�ĐŽŶƚĂĐƚ�ƚŚĂƚ�ƐĞƌǀŝĐĞ͘ 

So to be clear, when we setup www.SailingWaiata.com we had to go to the DNS authority for our 
�ŽŵĂŝŶ�EĂŵĞ�ƐƵƉƉůĞƌ�ĂŶĚ�ƵƉĚĂƚĞ�ƚŚĞ�͞WŚŽŶĞ ďŽŽŬ͟�ůŝƐƚŝŶŐ�;�ĂůůĞĚ�ĂŶ���ƌĞĐŽƌĚͿ�ĨŽƌ�ƚŚĞ�/W�ĂĚĚƌĞƐƐ�ĨŽƌ�
this domain and this address would then be sent out over the DNS network so it would be fast to find. 

About routers), but if the network traffic was looking for something outside the network i.e. on the 
internet then it would go first to the gateway (4G router) and that would handle that part of the traffic. 

So, I immediately had internet access. 

One thing to be wary of is you need to not only make the 4G routers IP address the network gateway 
but also assign it as a network DNS (at least one of them).  This would mean when I typed 
www.google.com ŝŶƚŽ�ŵǇ�ďƌŽǁƐĞƌ� ŝƚ�ǁŽƵůĚ�ƋƵĞƌǇ�ƚŚĞ�ŶĞƚǁŽƌŬ��E^͛Ɛ͕�ƚŚĞ�ĨŝƌƐƚ�ŽŶĞ�ŽŶ�ƚŚĞ�ŶĞƚǁŽƌŬ�
ǁŽƵůĚŶ͛ƚ� ŬŶŽǁ͕� ďƵƚ� ƚŚĞ� ϰ'� ƌŽƵƚĞƌ�ǁŽƵůĚ� ĨŽƌǁĂƌĚ� ƚŚŝƐ� ƚŽ� ƚŚĞ� ŝŶƚĞƌŶĞƚ͛Ɛ� �E^� ĂƐ� ƉĂƌƚ� ŽĨ� ŝƚƐ�ŵŽďŝůĞ�
connection and would return the correct IP address I needed to contact Google. 

If you forget this step, ǇŽƵ�ǁŝůů�ĨŝŶĚ�ǇŽƵ�ĐĂŶ͛ƚ�ƌĞĂĐŚ�ƚŚŝŶŐƐ�ŽŶ�ƚŚĞ�ŝŶƚĞƌŶĞƚ͕�ďĞĐĂƵƐĞ�ǇŽƵ�ĐĂŶ͛ƚ�ƌĞƐŽůǀĞ�
the names for them to IP addresses, the role of a DNS. 

http://www.google.com/
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HOW NMEA OVER TCP/IP WORKS 

NMEA is a simple data stream.  Little packets of information are broadcast over the network 
continually by devices and systems so that it͛s available for consumption by any other device on the 
NMEA network. 

These packets of information are called sentences and each sentence describes something of value 
like depth, location in GPS coordinates, speed etc. 

When you move this onto a TCP/IP network it is presented to applications on the TCP/IP network as a 
service that is streaming this data. That service has an address, like any other device and a thing called 
a port.  To give you an idea of how this works a website is a service that presents HTML data over port 
80 or 443 if you are using SSL. 

If you are browsing www.sailingwaiata.com over HTTPS you would be connecting to 139.59.161.151 
on port 443 and what you would be getting back is HTML code for the website to be interpreted by a 
browser and displayed.   

The combination of the IP address (the machine) and the port (the service on that machine) allow you 
to access data over what͛Ɛ called a protocol (a way of talking that both devices understand), so for 
instance, HTML for web pages.   The difference between port 80 and 443 is that 443 routes the data 
stream through a secure encryption software and port 80 does not.   

To get the NMEA data on your TCP/IP network, first you need to setup these servers using an interface 
on the NMEA Gateway.  The interface is usually a web interface (over port 80/443) that presents you 
with a screen to configure things like IP address, port etc to use for the NMEA streaming. 

This is what mine looks like: 

 

http://www.sailingwaiata.com/
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Once setup you then need to tell any application you might be using where to go to get the NMEA 
data.  For instance, on my Chart plotter (RPi) I use qtVLM for plotting and AIS et al.  In its 
configuration page I go to NMEA Servers and set the same details as I have setup on the gateway. 
This is what that looks like 

 

On NMEARemote on my iphone I set it up like this 
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I also make sure that the IP address I assign to my gateway is a static address in my DHCP server so 
ƚŚĂƚ�ŝƚ�ĚŽĞƐŶ͛ƚ�ĐŚĂŶŐĞ�ďĞƚǁĞĞŶ�ƌĞƐƚĂƌƚƐ͘ 

 

ADDITIONAL THINGS TO PLUG IN 

NMEA bridge 
To join the two networks together, i.e., get NMEA data onto the TCP/IP network and instructions back 
onto the NMEA we need a device called an NMEA bridge.   

Now there are lots available, but the important thing is that you get one that has the right connections 
to your NMEA network (See the white paper on NMEA networks) and of course to your TCP/IP 
network. 

You can get these with Wi-Fi built in so you can get your NMEA straight onto a Wi-Fi network but this 
does not give you a lot of control over how you setup that network and you may end up with a Wi-Fi 
ĨŽƌ�ED���ĂŶĚ�ĂŶŽƚŚĞƌ�ĨŽƌ�ǇŽƵƌ�ďŽĂƚ�ƐŽ�ǇŽƵ�ĐĂŶ͛t see both Netflix and NMEA data at the same time. 

I went for a simple Yacht Devices unit that took the NMEA data and put this onto the physical TCP/IP 
network.  I would then make this available via my own Wi-Fi and make sure it was all on the single 
network that I could control as I liked. 

 

 

Adding a WI-FI router 
To get this onto a Wi-Fi network, I simply plugged in a Mesh Wi-Fi network (home unit that will run 
off 12V) so that I could have three access points around the boat (one in each hull and one in the 
saloon). 

This was plugged into the same router network behind the Nav station. 

zŽƵ�ĚŽŶ͛ƚ�ŶĞĞĚ�Ă�D�^,�ƵŶŝƚ�ĂŶĚ�ǇŽƵ�ĐĂŶ�ĂůƐŽ�use a device that does multiple things like a router and 
Wi-Fi for adding your Wi-Fi.  I have separated them because this gives me the most control and 
redundancy. 

NOTE: the Wi-Fi network was created as a separate access into the wired network so that it would 
share all the services I added to the wired network and was a separate component.  Beware of devices, 
like bridges (gateways) that provide their own Wi-Fi.  You will end up with multiple Wi-Fi͛Ɛ�ƚŚĂƚ�ĂƌĞ�

https://sailingwaiata.com/wp-content/uploads/2022/06/The-Marine-Industry-NMEA-Boat-Networks-simplified.pdf
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connected.  Hence, I wanted my Wi-Fi ŶĞƚǁŽƌŬ�ƚŽ�ďĞ�͞ũƵƐƚ�ĂŶ�ĞǆƚĞŶƐŝŽŶ�ŽĨ�ŵǇ�ǁŝƌĞĚ�ŶĞƚǁŽƌŬ͟�ŶŽƚ�
something extra special. 

NOTE: I also provide a Guest Wi-Fi that is separate but that will be the subject of another White Paper. 
It means guests get 4G data but no access to NMEA and other private network services. 

Adding a 4G Router (4G) 
Getting your network connected to the internet is simply a matter of plugging in a Modem device into 
your router and configuring it correctly. 

This could be a 4G router, as I did, to connect your network to the Mobile network in your area.  It 
could also be a Starlink router or another satellite Modem device. 

dŚĞ�ƉƌŽĐĞĚƵƌĞ�ŝƐ�ƚŚĞ�ƐĂŵĞ�ďƵƚ�ĂůƐŽ�ĚŝĨĨĞƌĞŶƚ͘��/ƚ͛Ɛ�ƚŚĞ�ƐĂŵĞ�ĂƐ�ĨĂƌ�ĂƐ�ǇŽƵƌ�ŶĞƚǁŽƌŬ�ŝƐ�ĐŽŶĐĞƌŶĞĚ͕�ƚŚŝƐ�
device must be connected as a Gateway on your network, somewhere that data can be routed outside 
your subnet. 

From the devices point of view, you will need to configure it according to the ƐƵƉƉůŝĞƌ͛Ɛ�instructions 
to get it to connect to the network. 

4G/5G routers are fairly straight forward to setup and connect and the network gateway and DNS 
ƌĞĐŽƌĚƐ�ǁŝůů�ďĞ�ƚŚĞ�ŵŽƌĞ�ĐŽŵƉůŝĐĂƚĞĚ�ƉĂƌƚ͘���Ƶƚ�ŚŽƉĞĨƵůůǇ�ǇŽƵ͛ƌĞ�ƵŶĚĞƌƐƚĂŶĚŝŶŐ�ŚŽǁ�ĞĂƐǇ�ƚŚŝƐ�ŝƐ�ŶŽǁ͘ 

Radar 
DǇ��Θ'�ZĂĚĂƌ�ŚĂƐ�Ă�ĚĂƚĂ�ĐŽŶŶĞĐƚŝŽŶ�ƚŚĂƚ�ĂůƚŚŽƵŐŚ�ŝƚ�ŚĂƐ�͞ƐƉĞĐŝĂů͟�ĐŽŶŶĞĐƚŽƌƐ͕� it is just CAT 6 cable 
and uses TCP/IP to transmit its data to the Zeus 3 MFD at the helm. 

I cut the connectors off and added normal RJ45 connectors.  This then plugged directly into the router 
and the MFD also plugged into same router. 

The last thing I needed to do was go into the settings on the MFD and TURN OFF ITS OWN DHCP 
server.  Normally the MFD is the DHCP for the network, but the network only consists of the MFD, 
radar and perhaps sonar.   

By turning it off the MFD and radar were now part of the overall network and getting their IP address 
information from my DHCP server. 

This meant they were all on the same network and data from the Radar was travelling through the 
router to the MFD and available to both it and other software running on my Raspberry Pi for instance 
or even WI-FI devices such as my iPhone. 

Sonar 
I have left the sonar plugged into the MFD directly and it is not on the network.  This is because I 
currently have no software, other than the MFD, that can interpret the Sonar data and display it. 

It still works because the MFD passes through the DHCP from the network and the sonar itself gets its 
IP information from the network DHCP server as per everything else. 

NOTE: it is very possible, even probable, that the MFD is working like a router and the data from the 
sonar is on the boats network.  If anyone builds an opensource sonar plotter for the Raspberry Pi I will 
install it and see if it is already getting the info. 
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A more flexible Chart Plotter (MFD) 
EŽǁ�ǇŽƵ�ŵŝŐŚƚ�ƌĞŵĞŵďĞƌ�/�ĚŝĚŶ͛ƚ�ŚĂǀĞ�Ă��ŚĂƌƚ�WůŽƚƚĞƌ�ŝŶ�ƚŚĞ�ƐĂůŽŽŶ͛Ɛ�EĂǀ�ƐƚĂƚŝŽŶ͘ 

To remedy this I built a Raspberry Pi MFD, which will be the subject of another white paper, and 
installed that into the Nav desk togetheƌ�ǁŝƚŚ�Ă�ϭϲ͟�ƚŽƵĐŚƐĐƌĞĞŶ. 

Because I had all the NMEA data, radar data and other network data on the network, once the RPi was 
plugged into the network router it too had all the data that the main helm MFD had and could present 
this using several different software programs as I pleased. 

This included all the below: 

x Wind direction and strength as well as true and apparent 
x Water temperature, depth, and boat speed through water 
x Heading, GPS position, COG and track 
x AIS information complete  
x Radar control and data 
x I suspect sonar data, but I have no software that can interpret it yet. 
x Internet access via 4G gateway so access to  

o Weather reports and actuals 
o Wave and swell forecasts 
o Weather warnings and internet NAVTEXT  
o Full grib file downloads 

x Battery information in detail from network attached BMS and MPPT/Inverter Solutions. 
x Tank information 
x Later engine information will be added via NMEA 

 
A Raspberry Pi is a small single board computer that runs Linux and can run software just like a normal 
computer. 

The Rpi I chose was a Model 4 with 8G of memory and the now list price for these are £55.50 

https://thepihut.com/collections/raspberry-pi-boards/products/raspberry-pi-4-model-b?variant=20064052740158
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MOBILE APPLICATIONS GALORE 
As well as having all this data now travelling through my wired boat network, because the Wi-Fi 
network connected directly to this, I now had access to all this data on any mobile device that I wanted 
to attach to the network. 

This meant that I could now run iSailor on my iPad for routing, connect NoForeignLand to my position 
via the boats GPS and download boat tracks to it on my laptop directly from the Rpi or the MFD. 

Network attached storage (NAS) 
I also added a NAS to the network, this was a simple matter of plugging it into a power source and 
connecting it to the network via the router and a Cat 6 cable. 

Once this was completed everything on the network could now access it for storage or to retrieve data 
from it. 

I could save routes into a folder that was on the NAS and retrieve them from the Rpi, or a mobile 
device iSailor for instance, or I could play a movie stored on the NAS via a player on the Mac Mini and 
stream this to the TV in the saloon via the Wi-Fi. 

I have serious highspeed data storage on the boat now!!! 
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A QUICK NETWORK 101 FOR BEGINNERS. 

TCP/IP networks are exactly what your home or work computer͛Ɛ use.   

x CAT6 cable is just the network cable you might see at work (or home) that is usually blue or 
black  

x RJ45 is the plug you use to plug in the network to your computer or the router etc. that is 
attached to the end of the cables 

x A router is just a small device that lets you join multiple devices (like computers) to the 
network 

x A bridge is just a network device that takes traffic (information) from one network type or 
ƐĞŐŵĞŶƚ�ĂŶĚ�ƉƵƚƐ�ŝƚ�ŽŶƚŽ�ĂŶŽƚŚĞƌ�ŶĞƚǁŽƌŬ͕�ĐĂƉĂďůĞ�ŽĨ�ĨŝůƚĞƌŝŶŐ�ŽƵƚ�ƚŚŝŶŐƐ�ǇŽƵ�ĚŽŶ͛ƚ�ǁŽŶ͛ƚ�ƚŽ�
take across.  The NMEA gateway is a bridge device for TCP/IP taking information from an 
NMEA network and bridging it across to the TCP/IP network as appropriate. 

dŚĞƌĞ�ŝƐ�Ă�ůŽƚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ĂďŽƵƚ�d�Wͬ/W�ŶĞƚǁŽƌŬƐ͕�ďƵƚ�ǇŽƵ�ĚŽŶ͛ƚ�ŶĞĞĚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ŵŽƐƚ�ŽĨ�ŝƚ�ƚŽ�
use it or even assemble a basic network.   

>Ğƚ͛Ɛ�face it, you use your computer all the time at home without doing much other than plugging in 
the router the internet company gives you right? 

To build you own network you need to understand a few things 
TCP/IP (Transaction Control Protocol over Internet Protocol, which simply means a way of talking 
between devices) uses addresses a bit like phone numbers to talk to devices and get information back 
and forth. 

dŚĞƐĞ�ĂĚĚƌĞƐƐĞƐ�ĐŽŵĞ�ŝŶ�ƚǁŽ�ĨŽƌŵĂƚƐ�ƚŚĞƐĞ�ĚĂǇƐ͕�/Wǀϰ�ĂŶĚ�/Wǀϲ͕�ďƵƚ�ǁĞ͛ůů�ĨŽĐƵƐ�ŽŶ�/Wǀϰ�ĨŽƌ�ƚŚŝƐ͕�ǁŚich 
ŝƐ�ƌĞĂůůǇ�Ăůů�ǇŽƵ͛ůů�ŶĞĞĚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ĐƵƌƌĞŶƚůǇ͘ 

TCP addresses are 4 numbers separated by three dots, like 192.168.1.1.   Each number is an 8-bit 
number in binary so can store up to the value of 255.  We can use these four numbers to split networks 
up into separate areas, subnets͕�ƐŽ�ƚŚĂƚ�ŽŶůǇ�ŝŶĨŽƌŵĂƚŝŽŶ�ƚŚĂƚ�ŝƐ�ďŽƵŶĚ�ĨŽƌ�ŽŶĞ�͞ŶĞƚǁŽƌŬ͟� is sent to 
that network.  We do that by specifying a network mask for an address. 

A mask looks like 255.255.255.0 which would say for 192.168.1.1 we are only interested in the last 
digits and any information that is addressed to an address other than 192.168.1.? will be ignored and 
not forwarded on our network.   This mask BTW, would allow for 255 devices on this network. 

The next thing we need to understand is what are the Gateways on the network, i.e., if we have a 
message, we want to address to a device outside our network mask (Say 192.168.2.?) where would 
we send it; which device (Gateway) would know how to get it to the right network. 

The last thing we need to know is where are our DNS, Domain Name Servers.  DNS are simply 
computers that keep a telephone book that know how to convert a human name like 
www.sailingwaiata.com into a TCP/IP address like 139.59.161.151 (The IP address of our website).  
�E^�ƐĞƌǀĞƌƐ�ĚŽŶ͛ƚ�ŶĞĞĚ�ƚŽ�ŬŶŽǁ�ĞǀĞƌǇ�ĂĚĚƌĞƐƐ͕�ƚŚĞǇ�ĐĂŶ�ƌĞĨĞƌ�ƵƉ�ƚŽ�ƚŚĞŝƌ�ŽǁŶ��E^�ƐĞƌǀĞƌƐ� ŝĨ� ƚŚĞǇ�
ĚŽŶ͛t understand the address. 

Now, this is the important bit 
Every device on the TCP/IP network gets an address like this  

https://en.wikipedia.org/wiki/Category_6_cable
https://en.wikipedia.org/wiki/Modular_connector
https://en.wikipedia.org/wiki/Router_(computing)
https://en.wikipedia.org/wiki/Network_bridge
https://en.wikipedia.org/wiki/Subnetwork
http://www.sailingwaiata.com/
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IP Address 192.168.2.9  

netmask 255.255.255.0  

Router: 192.168.2.100 

broadcast 192.168.2.255 

DNS: 192.168.2.1, 192.168.2.100 

 
The address (think phone number) of this device is 192.168.2.9 and its netmask is 255.255.255.0 so 
ŝƚ͛Ɛ�ŽŶůǇ�ŝŶƚĞƌĞƐƚĞĚ�ŝŶ�ŝŶĨŽƌŵĂƚŝŽŶ�ƐĞŶƚ�ƚŽ�ƚŚĞ�ŶĞƚǁŽƌŬ�ŽĨ�ϭϵϮ͘ϭϲϴ͘Ϯ͍͍͍͘ 

If you want to address a computer outside that network then the message will first be sent to the 
gateway computer on that network, the 192.168.2.100 (which in this case is the 4G mobile network 
router) 

If you only have a human readable address (like www.sailingwaiata.com), then first you will send a 
message to 192.168.2.1 Žƌ�ϭϵϮ͘ϭϲϴ͘Ϯ͘ϭϬϬ�ƚŽ�ĂƐŬ�ǁŚĂƚ�ƚŚĞ�ƌĞĂů�/W�ĂĚĚƌĞƐƐ�ŝƐ�ĂŶĚ�ƐŽ�ŽŶ͘�zŽƵ͛ůů�ŐĞƚ�ďĂĐŬ�
139.59.161.151 in this case. 

The broadcast address is just an address you will send messages if you want to talk to every device on 
your network (192.168.2.? in this case) 

ZĞŵĞŵďĞƌ�ǇŽƵ�ĚŽŶ͛ƚ�ŶĞĞĚ�ƚŽ�ƐĞŶĚ�ƚŚĞƐĞ�ŵĞƐƐĂŐĞƐ͕�ƚŚĞ�ĐŽŵƉƵƚĞƌ�ĚŽĞƐ�ƚŚŝƐ�ĨŽƌ�ǇŽƵ͕�ďƵƚ�ŝƚ�ŶĞĞĚƐ�ƚŽ�
ŬŶŽǁ�ǁŚĞƌĞ�ƚŽ�ƐĞŶĚ�ƚŚĞŵ͙͘�ƐŽ�ƚŚĞ�ŐĂƚĞǁĂǇƐ͕�ĚŶƐ�ƐĞƌǀĞƌƐ�ĞƚĐ͘�ŶĞĞĚ�ƚŽ�ďĞ�ƐĞƚ͘ 

 

The Role of a DHCP Server 
We now know what a TCP/IP address is, what a router and gĂƚĞǁĂǇ�ŝƐ�ĂŶĚ�ǁŚĂƚ�Ă�ŶĞƚǁŽƌŬ�ŵĂƐŬ�ŝƐ͙�
so what is the DHCP thing that is shown in the picture above?   

A network will work without a DHCP server, but every single device on the network will need to have 
the IP address, mask, gateway, dns etc. set manually.  Which means adding devices can be quite 
difficult.  A DHCP server automates this process for us. 
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DHCP stands for DYNAMIC HOST CONFIGURATION PROTOCOL, and it is simply a network service that 
provides all this information when a computer connects and sends a broadcast message and asks for 
an address to be allocated, please.  

/ƚ�ǁŽƵůĚ�ŐĞƚ�ďĂĐŬ�ĨƌŽŵ�ƚŚĞ��,�W�ƐĞƌǀĞƌ�ĂŶ�ĂůůŽĐĂƚĞĚ�/W�ĂĚĚƌĞƐƐ�ĨƌŽŵ�ƚŚĞ�͞ƉŽŽů͟�ŽĨ�ĂĚĚƌĞƐƐĞƐ�ƚŚĂƚ�ƚŚĞ�
server maintains for its network along with the gateways, DNS servers etc. 

These addrĞƐƐĞƐ�ǁŝůů�ďĞ�ŐŝǀĞŶ�ŽƵƚ�ŽŶ�Ă�͞ůĞĂƐĞ͟�ƚŚĂƚ�ǁŝůů�ƚŝŵĞŽƵƚ�ĞǀĞŶƚƵĂůůǇ�ĂŶĚ�ŝĨ�ƚŚĞ�ĐŽŵƉƵƚĞƌ�ĚŽĞƐ�
not ask for the address to be continued it might be given out to another device.   In this way these are 
called dynamic addresses i.e.  you never know what address the computer will be at, only the DHCP 
knows that. 

dŚĞƌĞ�ĂƌĞ�ĂůƐŽ�ƐƚĂƚŝĐ�ĂĚĚƌĞƐƐĞƐ͕�ĂĚĚƌĞƐƐĞƐ�ƚŚĂƚ�ĚŽŶ͛ƚ�ĐŚĂŶŐĞ�ĂŶĚ�ĂƌĞ�ŶŽƚ�ĂůůŽĐĂƚĞĚ�ďǇ�ƚŚĞ��,�W�ƐĞƌǀĞƌ͘��
dŚĞƐĞ�ĂƌĞ�ƵƐĞĚ�ĨŽƌ�ĚĞǀŝĐĞƐ�ǇŽƵ�ĚŽŶ͛ƚ�ǁĂŶƚ�ƚŽ�ĞǀĞƌ�ĐŚĂŶŐĞ͕�ůŝŬĞ�ƚŚĞ�ĂĚĚƌĞƐƐ�ŽĨ�ǇŽƵƌ�ŐĂƚĞǁĂǇƐ͕�Žƌ��E^�
servers etc.   

These addresses are manually setup on those devices, not using DHCP, and are marked in the DHCP 
ƐĞƌǀĞƌ�ĂƐ�ƐƚĂƚŝĐ�ĂĚĚƌĞƐƐĞƐ�ŝ͘Ğ͕͘�ĚŽŶ͛ƚ�ĂůůŽĐĂƚĞ�ƚŚĞƐĞ�ƚŽ�ĂŶŽƚŚĞƌ�ĐŽŵƉƵƚĞƌ͘� �;EKd�͗�ǇŽƵ�ĐĂŶ�ĚŽ�ƚŚŝƐ�Ă�
different way and use the physical MAC (sort of hardware ID) address of the computer so that DHCP 
ŬŶŽǁƐ�ƚŽ�ĂůůŽĐĂƚĞ�ƚŚĞ�ƐĂŵĞ�ĂĚĚƌĞƐƐ�ƚŽ�ƚŚĂƚ�ĐŽŵƉƵƚĞƌ�ĞǀĞƌǇ�ƚŝŵĞ͕�ďƵƚ�ĨŽƌ�ŶŽǁ�ůĞƚ͛Ɛ�ŬĞĞƉ�ƚŚŝƐ�ƐŝŵƉůĞͿ͘ 

ADDING A WIRED NETWORK MEANS ADDING A DHCP AND DNS SERVER 
Adding a network means you have to add a DHCP and a DNS server to your network so that you can 
get it all working. 

For this I used a Mac Mini server.  Not for any other reason than I wanted a more powerful computer 
on the network for stuff like Netflix and because I had an old one, so it was zero cost to me. 

But I could have used another, or the same Raspberry Pi if I had wanted to, or a PC or a NUC (Network 
Unit of Computing ʹ a small PC in a box).  I could have used a phone if I could have gotten a wired 
network connection to it.  You get the idea. 

The Role of a DNS server 
DNS stands for Domain Name Server and it is effectively a computer, or more accurately a network of 
computers that hold a phone book of data that maps a Domain Name, what is known as a Fully 
Qualified Domain Name (FQDN) and is human readable, like www.SailingWaiata.com into a network 
IP address that computers use to talk to each other and TCP/IP knows how to route. 

So a query to a DNS for www.SailingWaiata.com would return the IP address of 139.59.161.151 (The 
IP address of our website).   

�E^�ƐĞƌǀĞƌƐ�ĂƌĞ�ŝŶ�Ă�ŶĞƚǁŽƌŬ�ƐŽ�ŝĨ�ŽŶĞ�ĚŽĞƐŶ͛ƚ�ŬŶŽǁ�ƚŚĞ�ĂŶƐǁĞƌ�ŝƚ�ǁŝůů�ĨŽƌǁĂƌĚ�ƚŚĞ�ƌĞƋƵĞƐƚ�ƚŽ�ĂŶŽƚŚĞƌ�
ŽŶĞ�ƵŶƚŝů�ŝƚ�ĞŝƚŚĞƌ�ŐĞƚƐ�ƚŚĞ�ĂŶƐǁĞƌ�Žƌ�ĨĂŝůƐ͘��/Ĩ�ŝƚ�ĨĂŝůƐ�ǇŽƵ�ĐĂŶ͛ƚ�ĐŽŶƚĂĐƚ�ƚŚĂƚ�ƐĞƌǀŝĐĞ͘ 

So to be clear, when we setup www.SailingWaiata.com we had to go to the DNS authority for our 
�ŽŵĂŝŶ�EĂŵĞ�ƐƵƉƉůĞƌ�ĂŶĚ�ƵƉĚĂƚĞ�ƚŚĞ�͞WŚŽŶĞ ďŽŽŬ͟�ůŝƐƚŝŶŐ�;�ĂůůĞĚ�ĂŶ���ƌĞĐŽƌĚͿ�ĨŽƌ�ƚŚĞ�/W�ĂĚĚƌĞƐƐ�ĨŽƌ�
this domain and this address would then be sent out over the DNS network so it would be fast to find. 

About routers 
Now a quick word about routers.  Routers are just boxes that allow you to plug in cables, these cables 
can in turn be plugged into devices or another router.  Think of them as joiners. 

http://www.sailingwaiata.com/
http://www.sailingwaiata.com/
http://www.sailingwaiata.com/
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Standard Routers 
dŚĞ�ƐŝŵƉůĞƐƚ�ŶĞƚǁŽƌŬ�ƚĂŬĞƐ�Ă�ĐĂďůĞ�ƐƚƌĂŝŐŚƚ�ĨƌŽŵ�ŽŶĞ�ĚĞǀŝĐĞ�ƚŽ�ĂŶŽƚŚĞƌ͕�ďƵƚ�ƚŚĞŶ�ǇŽƵ�ĐĂŶ͛ƚ�ĐŽŶŶĞĐƚ�
anything else.  But if you put a router in the middle you can then plug in other devices as you see fit 
or as many as you have ports. If you need more ports, plug in another router. 

^ƚĂŶĚĂƌĚ� ƌŽƵƚĞƌƐ� ĂƌĞ� ƐŝŵƉůĞ� ŵĞĐŚĂŶŝĐĂů� ĚĞǀŝĐĞƐ� ĂŶĚ� ƵƐƵĂůůǇ� ĚŽŶ͛ƚ� ŚĂǀĞ� ĂŶǇ� ŝŶƚĞƌĨĂĐĞ� Žƌ�
programmability built into them.  They are highly reliable and low power consumption. 

Now most of the readers will probably understand routers from the internet connection that their ISP 
provides to them. These are what are known as WAN routers. 

WAN Routers 
WAN or (Wide Area Network) routers have a special port that is usually labelled WAN and are designed 
to attach your Router to the WAN the dialup, broadband, fiberoptic etc.  These WAN ports are NOT 
TCP/IP or at least not standard TCP/IP and usually have a Modem type device connected internally to 
them. 

Internally the WAN port is connected to a device that understands how to connect to a WAN of that 
specific type, broadband, fiberoptic, dialup etc. (a Modem device).  They have computing power and 
a UI that allows you to provide the information you need to be able to connect to that particular type 
of network. 

Otherwise, these WAN routers work just like a normal router and the other ports are just normal 
d�Wͬ/W�ƉŽƌƚƐ͕�ƐŽ�ǇŽƵ�ĐĂŶ�ƵƐĞ�ƚŚĞƐĞ�ĂƐ�ŶĞƚǁŽƌŬ�ƌŽƵƚĞƌƐ�ŝĨ�ǇŽƵ�ŚĂǀĞ�ŽŶĞ�ĂǀĂŝůĂďůĞ͕�ũƵƐƚ�ĚŽŶ͛ƚ�ƵƐĞ�ƚŚĞ�
WAN port. 

Some of these will have WI-FI routers BUILT IN, this is the same as connecting a WI-FI router to the 
ƌŽƵƚĞƌ�ďǇ�ƉůƵŐŐŝŶŐ�ŝƚ�ŝŶ�ďƵƚ�ŽĨ�ĐŽƵƌƐĞ�ŝƚ͛Ɛ�Ăůů�ĚŽŶĞ�ŝŶƚĞƌŶĂůůǇ͘��^Ž͕�ǇŽƵ�ƐŽƌƚ�ŽĨ�ŐĞƚ�ƚŚƌĞĞ�ƚŚŝŶŐƐ�ŝŶ�ŽŶĞ�ďŽǆ�
along with the software for each of them.  Make these cheap and they tend to not last very long and 
be slow relative to specialized components.  They will also consume much more power than a simple 
standard router. 

This would be my only warning about using a WAN router, most of them are not designed to last very 
long and are cheaply made.  Maybe less value and reliability than you want on your boat. 

Switches 
&Žƌ�ƚŚŝƐ�ǇŽƵ�ƐŚŽƵůĚŶ͛ƚ�ŶĞĞĚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�^ǁŝƚĐŚĞƐ͘���Ƶƚ�ũƵƐƚ�ŝŶ�ĐĂƐĞ�ǇŽƵ�ŚĂǀĞ�ŽŶĞ�ĂǀĂŝůĂďůĞ�Žƌ�ŐĞƚ�
confused, you should perhaps understand what a Network Switch is. 

��EĞƚǁŽƌŬ�^ǁŝƚĐŚ�ŝƐ�Ă�ƐŵĂůů�ĐŽŵƉƵƚĞƌ͕�ŝƚ�ĨƵŶĐƚŝŽŶƐ�ůŝŬĞ�Ă�ƌŽƵƚĞƌ͕�ďƵƚ�ŝƚ�ĂůƐŽ�ĐĂŶ�͞ ZĞĂĚ͟�ƚŚĞ�ĚĂƚĂ�ĨůŽǁŝŶŐ�
through it and control what goes where sŽ�ƚŚĂƚ�Ăůů� ƚŚĞ�ŵĞƐƐĂŐĞƐ�ĚŽŶ͛ƚ�ŐŽ�ĞǀĞƌǇǁŚĞƌĞ�Ăůů� ƚŚĞ�ƚŝŵĞ�
(which is what a standard router does). 

You would use a Network Switch to separate traffic between different networks and raise the 
performance of each network leg as well as introducing security layers on top. 

dƌƵƐƚ�ŵĞ�ŝĨ�ǇŽƵƌ�ďŽĂƚ�ŶĞƚǁŽƌŬ�ƌĞƋƵŝƌĞƐ�Ă�EĞƚǁŽƌŬ�^ǁŝƚĐŚ͕�ǇŽƵ͛ůů�ĂůƌĞĂĚǇ�ŚĂǀĞ�ƚŚĞ�ŬŶŽǁůĞĚŐĞ�ƚŽ�ĚŽ�ŝƚ�
ĂŶĚ�ĨŽƌ�Ă�ƐŝŵƉůĞ�ďŽĂƚ�;Žƌ�ŚŽƵƐĞͿ�ŶĞƚǁŽƌŬ�ǇŽƵ�ǁŽŶ͛ƚ�ďĞ�ŶĞĞĚŝŶŐ�ƐǁŝƚĐŚĞƐ͘ 

A Crash course in Network Addresses and Subnets 
TCP/IP Addresses or IP Addresses cover a huge range of addressable numbers in the range of 
2,147,483,647 separate addresses. 

https://en.wikipedia.org/wiki/Modem
https://en.wikipedia.org/wiki/Wireless_router
https://en.wikipedia.org/wiki/Network_switch
https://en.wikipedia.org/wiki/IP_address
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This would seem like plenty but as you have seen many are needed for special purposes like broadcast 
and there are now millions of computers around the world.  To accommodate this certain address 
ranges were nominated as PRIVATE address ranges. 

These private address ranges are used inside a private network and mapped outside using a thing 
called NAT (network address translation).  Therefore, the same address range can be used by everyone 
as long as they are private and separate within in those private networks.  NAT works by having a 
Public IP address (an address from the public range) on the gateway so that it can be addressed from 
the internet and then it maps the messages back and forth between internal and external IP addresses. 

The 4G router or most other devices for connecting to the internet like Modems will use NAT to hide 
your internal network and map addresses into and out of your private network. 

To this end you should use a private network range for your boat network. 

 

Reserved private IPv4 network ranges[9] 

Name CIDR block Address range 
Number of 
addresses Classful description 

24-bit 
block 10.0.0.0/8 10.0.0.0 ± 

10.255.255.255 16777216 Single Class A. 

20-bit 
block 172.16.0.0/12 172.16.0.0 ± 

172.31.255.255 1048576 Contiguous range of 16 
Class B blocks. 

16-bit 
block 192.168.0.0/16 192.168.0.0 ± 

192.168.255.255 65536 Contiguous range of 256 
Class C blocks. 

 

For my own networks I have chosen a network address in the 192.168.0.0 range.  Within this range I 
could have as many as 65,535 IP addresses so you get the idea ŝƚ͛Ɛ enough. 

So ͕�ŚĞƌĞ͛Ɛ�a quick overview about Subnets 

A subnet is a group of computers that all share a network address apart from the last few numbers.  
It͛s like living on the same street and all sharing the same address apart from your actual house 
number.  You would live in what IP call a subnet. 

If my network had a Network mask of 255.255.255.0 then I would have a subnet of up to 255 devices.  
i.e., ŝƚ͛Ɛ only the last byte of the address that will separate all of them. 

Because of the way routers work I can send a message to any device on that network just by sending 
a message on the network addressed to that machine, because all 255 devices on that subnet would 
see the message and only the correct one would bother to pick it up. 

https://en.wikipedia.org/wiki/Network_address_translation
https://en.wikipedia.org/wiki/IP_address#cite_note-rfc1918-9
https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://en.wikipedia.org/wiki/Classful_network
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But if I sent a message to say 139.59.161.151, the IP address of www.sailingWaiata.com ;ǇŽƵ͛ůů�ŶŽƚĞ�
ŝƚ͛Ɛ NOT a private address range but a public one) the message would be addressed first to the gateway 
device/s on my subnet because they would be the only devices that would know how to send it to the 
machine. 

In my case this would be my 4G routers and it would send the message to 139.59.161.151 via its 
gateway, the mobile network gateway setup by its own DHCP when it joined the mobile network. 

So, when you design your network, choose a private network you want to use for it and put it into the 
design. 

NOTE: you can get quite complicated with this. For instance I could separate my Wi-Fi and wired 
networks, putting then onto different subnets, I would need a separate DHCP server on my Wi-Fi 
network of course, but the MESH could do this for me.  I would need to setup which MESH unit was 
the gateway (to the wired network) and I could then apply some security rules and get quite 
sophisticated about separating traffic between Wi-Fi and wired. 

But this would just add complications to my setup without much benefit.  Hence KISS. Keep it simple.  
/ƚ͛Ɛ�Ă�ƐŵĂůů�ďŽĂƚ�ŶĞƚǁŽƌŬ͊͊͊ 

What you need to know about protocols 
TCP/IP is a protocol set.  A protocol is a set of rules that allow to parties, or devices to communicate 
using those rules to understand what is being said. 

You could say that English, French and German are different language protocols and that inside them 
there are subprotocols such as formal, informal etc. 

TCP is a protocol for communication that runs over IP.  This subject can get complicated but to keep it 
very simple you can think of TCP as the one-to-one communications language over IP which allows 
you to address the messages.  i.e., I can address you using your phone number (IP) and we talk German 
(TCP) to understand each other. 

UDP is the other Protocol you need to be aware of when setting up a network and most importantly 
setting up things like NMEA.  Unlike TCP which is a personal connection, and you need to establish a 
connection first, UDP is more like a broadcast, ĂŶĚ�ǇŽƵ�ũƵƐƚ�ŶĞĞĚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ŚŽǁ�ƚŽ�͞ƚƵŶĞ�ŝŶ͟�ƚŽ�
the broadcast. 

The big difference is that to configure NMEA (for instance) using TCP you need to have the IP address 
of the specific device that is supplying the data AS WELL AS the port number for that service.  But with 
h�W�ǇŽƵ�ŽŶůǇ�ŶĞĞĚ�ƚŚĞ�ŶĞƚǁŽƌŬͬ^ƵďŶĞƚ�ƚŚĂƚ�ƚŚĞ�ĚĂƚĂ�ĐŽŵĞƐ�ĨƌŽŵ�ĂŶĚ�ƚŚĞ�WŽƌƚ͕�ǇŽƵ�ĚŽŶ͛ƚ�ŶĞĞĚ�ƚŽ�
know the actual IP address of the device.  

Also, a BIG difference that might catch you out if you get more complicated with your network design, 
UDP is NOT BROADCAST OUTSIDE THE SUBNET but TCP can travel across an entire internet if need 
be. 

The other big difference is that the device being addressed needs to maintain that connection for TCP 
so there is a limit as to how many it can cope with, think personal phone call, whereas UDP is a 
broadcast and everyone on the subnet can listen if they want.  My own NMEA gateway device can 
only support 3 TCP connections at a time to the server, whereas UDP is unlimited. 

UDP also does a datagram checksum, so you know if ŝƚ͛Ɛ been corrupted during transmission or you 
have only received part of it, but no negotiation ŵĞĐŚĂŶŝƐŵ�;ďĞĐĂƵƐĞ�ŝƚ͛Ɛ�Ă�ŽŶĞ�ǁĂǇ�ĐŽŵŵƵŶŝĐĂƚŝŽŶͿ�

http://www.sailingwaiata.com/
https://en.wikipedia.org/wiki/Communication_protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/User_Datagram_Protocol
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so unlike TCP where the receiving device and sending device can ask for resends and confirmation etc.  
ŝĨ�ǇŽƵ�ŐĞƚ�ĂŶ�ĞƌƌŽƌ�ǁŝƚŚ�h�W͕�ƚŽƵŐŚ͘��zŽƵ͛ůů�ŶĞĞĚ�ƚŽ�ǁĂŝƚ�ĨŽƌ�ƚŚĞ�ŶĞǆƚ�ƚƌĂŶƐŵŝƐƐŝŽŶ͘��dŚŝƐ�ŝƐ�ůĞƐƐ�ŽĨ�Ă�
problem than you might think. 
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KEY FINDINGS 

 
 

 
x A high speed wired network is becoming an essential addition to a boat 
x Adding NMEA gateway and WI-FI extends your boat software options enormously. 
x Redundancy is key and if done right a TCP/IP network adds to your resiliency rather than 

detracts from it. 
x The costs of installing an Ethernet network are relatively low, especially compared to NMEA 

networks.  A complete network with gateway, Wi-Fi and even a Chart Plotter can be 
assembled for less than a third the cost of a single marine MFD. 

x Marine components are not entirely necessary.  Good quality components are using gold 
plated contacts and so long as they are NOT directly exposed to salt water will be fine.  They 
are also cost effective enough to allow spares and redundancy to be kept. 

x Components for an Ethernet network are widely available around the world and easily 
sourced. 
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CONCLUSION 

Adding a wired and WI-FI TCP/IP network to your boat is one of the best upgrades you can do to your 
boat electronics. 

The costs are relatively low and open a world of diversity and savings for boat electronics. 

The ability to have boat data, internet and navigational software running on a standard PC or tablet, 
wired or via WI-FI is a game changer. 

I would highly recommend the addition of a wired and Wi-Fi network to your boat, making sure you 
have planned it out well and not just taken, by default, the shortest route via Wi-Fi equipped gateways, 
or routers that might leave you with limited control and options as far as redundancy is concerned. 

The more planned route will be slightly more costly but in the long run much more resilient and 
flexible.   

Being able to connect to one Wi-Fi network and have access to internet, NMEA, NAS and other 
computing resources seamlessly is a powerful place to be.  Even updating software on my NMEA 
network using the MFD (which connects to the same network) is seamless.  As opposed to having to 
connect to one WI-FI for NMEA devices, whilst connected not being able to use the internet and having 
no connection to anything else on the network without disconnecting from the NMEA and 
reconnecting to the main boat WI-FI.   

Planning a network design is very important. 
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